ABSTRACT Communication through social media can help engage end users to improve the efficiency of demand-side management in smart power grids. However, this opens a channel between the social network and the power grid through which malicious attackers can publish false information that can actually cause problems to the power grid. In this paper, we analyze this new problem by modeling a social networkcoupled smart grid and investigating its vulnerability to false pricing attacks in the social network. The energy consumption profile based on social information is modeled as a consumption rescheduling problem, which aims to maximize the benefit of demand-side management. The false price spreading process is described by a multi-level influence propagation model, which takes into account the personalities of the end users. Different attack strategies are considered and the power operator's response is modeled. The residual ampacity of distribution lines and the expected energy not supplied are adopted to quantify the impacts of the attacks on the power system. To account for the stochastic characteristics of the influence propagation process, Monte Carlo simulation is utilized. The proposed modeling and analysis framework is applied on a modified IEEE 13 nodes test feeder and a notional social network. The vulnerability to attack is analyzed at both component and system levels. 
INDEX TERMS
Smart grids (SGs) are systems of systems, which integrate power grids with information and communication networks. Current work is mainly focused on the cyber grid that enables the two-way communication. Some researchers have started pointing at the social dimension of SGs [1] , [2] . Indeed, with the integration of renewable energies and distributed residential chargers of electrical vehicles, end-users are expected to be more active in SG. Online social networks (SNs, such as Twitter, Facebook, Weibo, official Applications, etc.) are considered a promising way to engage end users. The utility companies can develop Apps or platforms for sharing information based on the widely-used social networking sites, according to their needs and strategies. Then, linking SNs and SGs for building social smart grids (SSGs) is attracting attention [3] , [4] . Various works have proposed frameworks and simulation models for demand-side management [5] , user communities [6] , service platforms with SN dimension [7] , and supply and demand-side coordination [8] .
The present paper focuses on the impact of SNs integration on the resilience of SGs, considering both the social and cyber dimensions. Compared with traditional power grids, a SG is featured with providing real-time information about users behaviors and the consumers can readily know the system status, which enables them to optimize energy consumption and actively participate to demand response (DR) policies, e.g., real-time pricing (RTP) and time-of-use (TOU) prices [9] , [10] . However, according to recent studies, lack of knowledge about how to respond to time-varying prices is a main barrier for DR [11] . For instance, the experience of the RTP program in Chicago shows that only few consumers respond to the RTP program even though they have access to the real-time prices via telephones or Internet [12] . This is partially due to the difficulty for them to constantly monitor the hourly prices. On the other hand, the social network is a platform for real-time information exchange and, thus, provides a convenient and powerful way to influence consumers. Actually, the powerful influence of social networks is often underestimated [13] . In the past few decades, various methods are investigated to maximize the influence of social networks [14] , which can help actively improve the influence level of consumers. In this regard, integration of the SNs provides a potential solution for consumers to learn from others, get easy access to information such as future electricity prices and change their decision making on consumption [15] . Besides, influence is motivated by our basic human need to be helpful by giving advice, and people share a common benefit in seeking out valuable information [16] . When a consumer find that he/she can benefit from responding to electricity prices, he/she will be eager to influence his neighbors and friends. Thus, users' behavior can be guided to improve energy efficiency [17] , reduce peak demand [18] and facilitate renewable energy exchange [3] .
While increasingly active DR in SGs can bring many benefits, it makes SGs vulnerable to malicious attacks, e.g., altering the load at consumers side suddenly. Research works have studied the impact of altering power demand through injecting false information to smart meters [19] , and compromising or fabricating price signals through internet [20] - [22] . Yet, very few works have considered such load altering attacks coming through SNs. Attackers might publish false electricity prices and spread it on their SNs. In [23] , the authors discuss the threats from the misinformation attack problems in a social network-coupled power grid. However, their focus is on developing algorithms for identifying the most critical nodes in the SN. Very simplified SN information propagation and electricity consumption scheduling models are adopted and applied to the power transmission systems. As a matter of fact, there is a lack of knowledge regarding what roles the SG consumers may play in SSGs, and how the personality characteristics and the content of the messages may influence the consumers' behaviors in the information propagation process in residential power distribution systems.
In traditional influence propagation models, a social media user (actor) is regarded as a simple node in a graph and his/her influence status is modeled as binary states, i.e., either active or inactive. In this sense, the actor can be influenced only if the received influence reaches a threshold [24] , [25] . However, the human being behind the node is much more complex. Different actors might be influenced by a message to different degrees and respond differently. And even if an actor is influenced strongly, he/she may not pass the influence to others. For example, a passive actor who receives messages from social media (e.g., Twitter) might not comment or forward the message to his/her social connections [26] . In general, to which extent a SN node is influenced by information and to which extent he/she is willing to propagate the information to his/her social neighbors are determined by factors like: 1) the structure of the social network [27] , 2) the content of the message [28] , [29] , 3) the personality of the human being behind the social media account [26] , [30] . Unfortunately, there is a lack of synthetic models considering these factors in the existing literature.
In this paper, we analyze the resilience of SGs to social network-based false price attacks (SNFPAs). For electricity users having social media accounts, when they receive (false) future prices on SN, they may spread the information and reschedule their consumption according to the extent they are influenced. By rescheduling the consumption, a part of consumers' loads are shifted from high prices to low prices, which may lead to unexpected high loads at certain moments. Some distribution lines may be overloaded due to the high loads, resulting in extended failures of power grids.
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The main contributions of the work are summarized as follows:
• We introduce an optimization-based consumption rescheduling model for electricity users to maximize their savings within the rescheduling horizon.
• We propose a stochastic multi-level influence propagation model by taking into account the users psychological characteristics and the anticipated benefit of scheduling consumption based on future prices.
• An integrated Monte Carlo Simulation (MCS)-based framework is proposed for assessing the resilience of SGs under SNFPAs.
• The analysis carried out on a notional social networkcoupled IEEE test feeder illustrates the relevance of the proposed model to assess SGs resilience under various SNFPAs, and to identify component-and system-level vulnerabilities.
The rest of the paper is organized as follows. Section 2 describes the SSG model. Section 3 proposes the stochastic multi-level influence propagation model, which considers the personality traits and benefits of the disseminated information. Section 4 introduces the model of protection operation on the SGs. Section 5 presents the integrated SG resilience assessment framework under SNFPAs, in which the MCS is used to capture stochasticity. Section 6 introduces the case study and presents the results. Finally, conclusions are drawn in Section 7.
II. SOCIAL SMART GRID MODEL
In this section, we describe the SSG model, including the power grid model, the social network model, the interdependence between power grid and social network, and the consumption rescheduling model. The responsive load includes electric vehicles, washing machines, air conditioners, etc. As a demand response to high electricity prices, consumers may shift a part of their responsive load from peak time to offpeak periods for saving expenditures [31] . The exogenous baseline non-responsive load is bounded and dependent on consumers' needs but independent of electricity prices [32] . It includes the minimum necessary power usage to satisfy the basic life requirement, such as cooking and limited usage of illumination. The power grid operation model is introduced in Section 4.2. For a given SN G s , the information, and thereby the influence, flows in social media initially through a small number of actors in SN to their respective followers [33] . Then, the actors who receive influence from their predecessors may pass the influence to the successors, and this process proceeds until reaching a stable state throughout the SN. The model of influence diffusion on SN is introduced in Section 3.
C. MODEL OF ELECTRICITY CONSUMPTION SCHEDULING
In the SSG, every consumer in the power grid can use social media to share information, e.g. their usage, offers, pricing, etc., and at the same time receive information from others. Once they get information from the SN, they will act accordingly to satisfy their requirements and maximum benefits, e.g., disseminate the received information to their successors and reschedule their power consumption.
In the present study, we consider the information of the future electricity prices propagated on SN and model the actors' response to the price information by assuming that every user is rational and the goal is to minimize the total cost of power usage. In other words, when an actor believes that there is a future price change, i.e., either increase or decrease, he/she will act accordingly for his/her largest benefit. The percentage of the price being changed is denoted as price change rate (PCR). Once consumers believe the price information received from the SN, a consumption rescheduling model is used to describe their consumption arrangement behaviors. Recent works have studied the consumption scheduling problem with RTP and TOU tariffs [11] , [34] , based on the assumption that consumers have no established arrangements before knowing the electricity price. However, consumers may reschedule their consumption by remote or manual control of the electrical appliances if there is future price change even though they have original scheduling. In this study, we assume that every user has an original plan of electricity consumption and she/he will shift the planned consumption at the periods of high prices to the periods of low prices if he/she is influenced by the future pricing information on SN.
Suppose 
As in [11] , we assume that electricity users want to minimize their payments, while they also care about the timeliness of finishing the work. When the work is finished exactly at the pre-set time, consumers might feel satisfied and comfortable, whereas when the work needs to be finished in advance or delayed, consumers will sacrifice their comfort to get the economic benefit. Thereby, we assume that at any time slot t in the rescheduling horizon, the consumption can be shifted to any other time slots t m at a certain cost c tt m . The cost has the following proprieties [11] : 1) the larger the time interval during which the loads are shifted, the greater the cost is; 2) the more loads are shifted, the greater the cost is.
The cost to shift load from time slot t to any other time slot t m can be expressed as:
where c tt m is the total cost of shifting load from t to t m , d tt m represents the amount of load shift from t to t m and β, δ ≥ 1 are cost parameters of shifting per-unit demand. The higher the values of β, δ are, the higher the cost of shifting the load is.
When the price at t m is decreased from that at t, the benefit of moving loads from t to t m is:
The total benefit of the rescheduling horizon is:
Then, the goal of consumption rescheduling is to maximize the total benefit:
It should be noticed that in our research context, once electricity users receive the (false) price information from SN, there is a chance for them to verify the price through other channels, e.g. the authority website or the smart meters. If they find that the information is false, they will not reschedule their consumptions. The probability of verifying the price is based on to which extent they are influenced by the information on SN, i.e., the influence level. For example, they might be less likely to question the authenticity of the information if they are greatly influenced. The detailed model of the multi-level influence propagation process is introduced in the following section.
III. STOCHASTIC MULTI-LEVEL INFLUENCE PROPAGATION MODEL
In this section, we introduce a stochastic multi-level model for describing the influence propagation of price information on SN. As discussed in the Introduction part, the influence propagation process is determined by three factors: the structure of the social network, the content of the message and the personality traits of actors. Community structure detection is one of the fundamental tools in social network analysis [35] . The structure of the social network can be constructed from general, real-world data from various sources such as social media, web pages, and smartphones usage. The private personality traits can be estimated by analyzing behavior in social networks, such as Facebook and Twitter Likes [36] . Complementarily, the scores of personality traits can be acquired by questionnaires as in [37] . In the present study, we assume that the structure of the social network is given and unchangeable. Then, we consider the other two factors, i.e., the content of the message and the personality of the SN actors. We specify the message content (electricity price) as the total benefit that the price message may bring to the actors via load rescheduling. The human personalities are modeled by adopting a Big Five framework [38] .
In real life, the information flow can be either unidirectional or bidirectional. In the present paper, we consider how the actors are influenced when there is explicit information flow. In the multi-level influence propagation process, influence is initiated from the information sources; so, we assume the information sources are influenced by the largest influence level. The problem to be addressed for them is to which level they want to influence their successors. Besides, each actor in the subsequent process faces another problem, i.e., to which extent he/she is influenced by his/her predecessors. In the following subsections, we firstly introduce the general stochastic multi-level influence propagation model in Subsection 3.1, where the two problems are generally formulated. The explicit impact of personality trait and information value on the influence propagation are presented in Subsections 3.2 and 3.3, respectively. Subsection 3.4 introduces the personality trait-based synergy rules of the influence weights, which can solve the second problem, i.e., determining the influence level of an actor.
A. THE GENERAL MODEL
Differently from the threshold-based influence propagation models [25] , we regard the influence level of each actor as stochastic discrete multi-state [39] , [40] . Different influence levels represent to which extent an actor is influenced.
An SN example with five actors is shown in Figure 1 to illustrate the proposed influence propagation model. Suppose each actor has an influence level g, representing how much it is influenced by its predecessors. Here we simply consider the discrete influence level (0, 1, 2, 3) to represent the strength of an actor being influenced. If an actor's influence level g = 0, it means that he is not influenced at all whereas g = 3 means he is completely influenced by the message. When an actor, e.g., actor 1 in Figure 1 , is influenced by a message, he/she can decide how much he/she wants to influence his/her successors, i.e., actors 2 and 3, by forwarding, commenting or directly sending the message to them. We denote SA i as the set of the successors of the actor v s i , e.g., SA 1 = {2, 3}. Then, the influence that v s i passes to its successors v s j ∈ SA i is represented by an influence weight w i , which can be understood as the extent to which the actor is willing to affect the successors. Suppose w i is defined in the same space as g i and w i ≤ g i , i.e., the level of influence that an actor passes on to the successors does not exceed the level of influence he/she is affected by. Generally, we consider w i as a discrete random variable: w i ∈ 0, 1, 2, . . . ,g i , and its probability distribution p w i is usually conditional on g i . In [39] , the authors suggest an empirical conditional distribution of p w|g as shown in Table 1 . In the SN example, actor 1 is influenced with the highest influence level, i.e., g i = 3. Thus, the weight of the influence that he is willing to pass to actors 2 and 3 follows the probability distribution corresponding to g = 3 in Table 1 . However, the probability distribution does not consider the impact of the message content and of the actors' personalities on their willingness to influence their successors
In the present study, the probability distribution p w is not determined only by the influenced level g i, but it is also dependent on the actors' personalities and the message content (i.e., the electricity prices). Actors with different personality traits might act differently to the same message. Also, consumers who receive the prices information from SN will anticipate to benefit from rescheduling their electricity consumption depending on the updated electricity prices [11] , [41] . When consumers can save more money from the rescheduling, they might be more enthusiastic to influence their successors. Therefore, it is reasonable to assume that the probability distribution p w i is also dependent on the anticipated benefit B of the received electricity price.
By taking into account the personality traits and the value of the information (quantified by the anticipated benefit from rescheduling the electricity consumption based on the received price information), the probability distribution p w i for actor v s i can be represented as follows:
where pt i represents the personality trait of actor v s i and B i represents the total benefit of rescheduling the consumption according to the prices received from SN.
To get an explicit expression for Equation (6), we use the conditional probability distributionp w|g based on the empirical conditional distribution of p w|g proposed in [39] , considering the impact of the information value and the personality traits of actors. The conditional probabilityp w|g should satisfy the following basic requirements: 1) the probability of each influence weight is in the range of [0, 1] and the sum of the probabilities of all influence weights for a given influence level should equal to 1; 2) the benefit of the message and the personality traits of actors have positive impacts on the probability of the highest possible level of the influence weight, while their impacts on the probabilities of other levels of the influence weight are negative. Based on these requirements, an explicit expression for function (6) can be formulated:
where y pt and y B are the impacts of the personality traits and the information value on the influence propagation, as explained in details in Sections 3.2 and 3.3, respectively. In the influence propagation process depicted in the SN example, actor 2 takes the influence weight imposed by actor 1 as his/her influence level and diffuses influences to actors 3 and 5. Actor 3 receives thus his/her influence level as determined by the influence weights from actors 1 and 2. In general, the influence level of actor v s j is determined by the influence weights w i imposed from all the predecessors PA j . Formally, this is represented by g j = f w i |v s i ∈ PA j , where the function form f may depend on the personality trait of the actor v s j . In other words, how the influence level g j of an actor v s j is determined by the influence weights w i propagated from all of predecessors depends on the personality traits of the actor v s j . For instance, optimistic actors are easier to be influenced by others whereas conservative actors behave inversely. To get an explicit expression for the general function form of g i , the impact of personality traits, specifically the trustfulness, is considered in the present VOLUME 7, 2019 study. The different degrees of being trustful are classified by the so-called Big Five model [38] and different rules are formulated accordingly. It should be noted that in order to determine the influence that a node receives, all the influence weights coming from its predecessors have to be firstly computed. Therefore, the model only works with directed acyclic influential graphs. Several classic models, such as the independent cascade model and linear threshold model can deal with the bidirectional cases [25] , which could be considered in our future research. We introduce the details in Section 3.4.
After modeling the influence propagation process and obtaining the influence level of each actor, the probability that an actor believes the propagated electricity price and acts accordingly to reschedule his/her electricity consumption is represented by p( ). Consumers with higher influence level are more likely to believe the propagated electricity price and reschedule their consumption. So, we assume that p( ) is proportional to the level of g; with p ( ) = 0 when g = 0 and p( ) =1 when g = 3.
B. IMPACT OF PERSONALITY TRAITS ON INFLUENCE PROPAGATION
Several models of human personality have been developed by psychologists and a most accepted one is the Big Five framework of personality traits [38] . The Big Five model has been developed to describe human personality and applied in many fields, including the smart grid adoption [42] , academic and job performance [43] - [45] , performance in social network [46] - [48] , etc. The five personality traits and their descriptions are given in Table 2 [49]. The five traits of the people can be described by a multivariate normal distribution [42] . In the present study, the covariances between the five characteristics O C E A N are derived from [42] , [50] . Thus, the score of each trait for each actor in a SN can be generated according to 
We normalize the scores generated from the above distribution in the range (0, 1):
where m o is the score generated from Equation (8) Each personality trait can affect an actor's willingness to diffuse information and, thus, affect the influence weight w i with which an actor wants to pass information to the successors [51] .
The actors with high O and E scores foster the influence flow due to their ''openness to experience'' and ''extraversion'' characteristics, thus increasing the probability that a given information message is passed. On the contrary, actors scoring low on these two traits weaken the influence flow. This can be described by:
where y represents the impact of the trait on the probability of the influence weight w i with which an actor is prone to pass on information to the successors, h represents the maximum impact of the trait, J represents the range of the score. The actors with high scores on A are regarded trustful and helpful, and this promotes their influence flow:
Actors scoring both high and low on C limit their flow of influence: in particular, actors with low scores are little organized and may simply forget to tell their successors, whereas actors with high scores are extremely careful and do not forward or publish information until it is proved real. We represent the impact of this trait on the influence propagation by:
Neuroticism is also reversely referred to as emotion stability. People scoring high on neuroticism are more easily to be brought out of their equilibrium and, thus, tend to increase the influence flow. So, similar to Equation (14) , this can be described as:
The impact of the personality traits on the influence propagation y pt is here calculated by simply adding the impact of each trait:
An example illustration of each trait with h = 0.1 and J = 1 is presented in Figure 2 . The impacts of the five personality 
C. IMPACT OF INFORMATION VALUE ON INFLUENCE PROPAGATION
We quantify the value of price information by the total benefit B than can be expected from rescheduling the electricity consumption according to the price information received. Then, the relationship of the benefit B and its impact on influence propagation, which is denoted by y B , can be expressed by a utility function of the benefit, with the following properties [41] :
(1) The utility function is non-decreasing. In our context, that means that the actors are more willing to share information when they can get more benefit from it:
(2) The utility function is concave and actors' willingness to influence their successors gets saturated with the increase of benefit:
(3) When consumers cannot benefit from the message, there is no impact on the empirical probability distribution p w|g :
In the present study, we use the exponential utility function, which is extensively used in economics [52] and satisfies all the above properties: (21) where B represents the total benefit of rescheduling the consumption according to the prices received from SN, h B represents the maximum impact that the benefit B can bring and α is the risk-aversion coefficient which is different for actors with different personality traits. In the five traits considered in Table 2 , high scores on Neuroticism are associated with less risk-taking [53] ; so, we use the score of Neuroticism as the risk-aversion coefficient.
After quantifying the impacts of different personality traits and the information value on the information propagation, we can get the final conditional probabilities.
D. PERSONALITY TRAIT-BASED SYNERGY RULES OF THE INFLUENCE WEIGHT
In the present study, three synergy rules are used to determine the influence level for all the actors in a SN: the maximum rule, the minimum rule and the median rule. For an actor complying with the maximum rule, his/her influence level g is determined by the level of the maximum influence weight propagated from his/her predecessors. For actors complying with the minimum and the median rules, their influence levels are determined by the minimum and the median influence weights, respectively, propagated from his/her predecessors.
In the five d in Table 2 , Agreeableness represents the characteristics of being cooperative and trustful; actors with high scores on this trait are prone to trust and, thus, be influenced by others. Therefore, depending on the score of an actor v s j on Agreeableness m A , we define:
In the formula, the easiness of being influenced is divided into three levels by the score of Agreeableness. The most susceptible people, i.e., those who score high on Agreeableness, are influenced by the maximum influence weights imposed on them. Inversely, people who do not trust others, pass the minimum influence weights of their predecessors. For the other actors, the median influence weights will be taken as their influence level.
IV. PROTECTION MODEL ON SG
In response to any potential overloads caused by demand changes, the operator will immediately take measures to keep the system stable and minimize the damage. Load shedding is the most common measure to respond to overloads and protect a power grid [23] , [54] . In the present study, we assume that the SG operator sheds only the responsive load while keeping the baseline non-responsive load satisfied. An optimal load shedding problem is formulated to determine where and how much responsive load should be shed facing potential line contingencies [23] , [54] , [55] . We adopt the DC power flow model, which is extensively used in vulnerability analysis of both transmission systems [22] , [55] and distribution systems [56] , due to its simplicity and robustness. VOLUME 7, 2019 The optimal load shedding problem is given as follows: The detailed physical interpretations of the above formulation can be explained as follows. Equation (23) describes the goal of the optimization problem, i.e. minimize the load shedding. Constraint (24) limits the power flow on distribution lines within their capacity. Constraint (25) guarantees that the power generation is within its minimum and maximum output. Constraint (26) and (27) represent the physical power flow equation, which must be satisfied during the load shedding. Constraint (28) makes sure that the shed load is no more than the responsive load.
Once the consumers respond to the false price, the attack can cause overload in the distribution lines and consequent load shedding over the whole system.
In this paper, the Residual Ampacity of Distribution Lines (RADL) and Expected Energy Not Supplied (EENS) are adopted as indexes to quantify the grid resilience at the system level and the component level, respectively: (29) where f ij represents the current flow through line e p ij and a ij represents the ampacity of line e p ij ; when RADL ij < 0, the distribution lines will overload: 
V. MCS-BASED RESILIENCE ASSESSMENT FRAMEWORK
To account for the stochastic influence propagation and consumption rescheduling process, we use MCS within the integrated resilience assessment framework of Figure 3 . The attacker chooses the actors to attack and publishes for them false prices with a price change rate. When the false price information publication is initiated in a number of actors in the SN by the attacker, all the actors become influenced with a given influence level and influence others with a given strength, depending on their influence level, the value of the message and their personality traits. Consumers, then, have different likelihoods to reschedule their consumption for maximizing the anticipated benefit, based on their influence levels. The operator responds to the potential overloads by minimizing load shedding. The MCS process to generate the strength of influence passed among network actors and the probability of checking the electricity price on the SN is illustrated in Figure 4 . The detailed algorithms for the simulation process are illustrated in Table 3 . Note that before determining all the influence weights imposed to an actor, all the influence levels of his/her predecessors need to be determined. So the influence propagation scheme on SNs is a direct acyclic graph and the visiting order of actors need to be given by a topological sorting of the graph [57] .
A large number of MCS runs are performed to obtain the distribution of the impact indexes.
VI. CASE STUDY
We apply the proposed models and the developed simulation framework to analyze the resilience of a test SSG subject to SNFPAs. 
A. SYSTEM DESCRIPTION
We consider an 11 nodes radial power distribution system [56] , [58] , which is a modified version of the IEEE 13 nodes test feeder [59] . The single-line diagram of the IEEE 13 nodes test feeder and the topology of the modified system are shown in Figure 5 (a) and (b) , respectively. The spatial structure of the network has not been altered but we neglect the regulator, capacitor and switch, and remove the feeders of zero length. The modified radial system is relatively complete despite its small scale. Node 1 in the distribution system is the transformer, whose rated capacity is 1600 kW. The detailed technical data of the feeders can be found in Table 4 .
We consider a 16 actors notional social network [39] , [60] , coupled with the modified IEEE 13 nodes distribution system. In the SN, actors 0 and 15 are social media users outside the considered power system whereas the others are social media accounts associated with the consumers in the power grid. We consider the cases that the attacker hijacks one (or more) social account(s) and publishes false future electricity prices. The attacked actors are influenced with the highest level, i.e., g = 3. Then, the influence flows from the attacked actors to the rest of the actors through the SN. The influence propagation process when actor 0 is hijacked is presented in Figure 6 (a). The coupling relations between SN actors and power system nodes are shown in Figure 6 (b) , where the numbers around the power nodes represent their corresponding actors in the SN. In the case that there are two social media users corresponding to the same demand node, we simply assume that they share the load of the demand node equally, and arrange or rearrange their consumption dependently. For example, the demand node 5 in the power grid corresponds to actors 1 and 9 in the SN, and its demand load is equally allocated to and (re)scheduled by the two actors; the demand node 2 in the power grid corresponds to and its load is (re)scheduled by actor 4 in the SN. The power demands of nodes 2 to 11 and the corresponding hourly electricity prices are obtained from the hourly metered data of Pennsylvania-New Jersey-Maryland Interconnection (PJM) [61] . The power demands are modified to fit the system capacity and the time-dependent demand curves at each node are presented in Figure 7 . Figure 8 shows the results of consumption rescheduling of total demands of the system during a day. The time step is 1 h. The line with squares represents the originally arranged percentage of responsive load [62] , the line with triangles corresponds to the percentage of responsive load after rescheduling. It is shown that at 15h-16h the price is lowest during the daytime. We assume that the attacker modifies the price at this time and publishes the false information on the SN. The residual capacity fraction of the power distribution lines under normal operating conditions at 15h-16h is presented in Figure 9 .
B. COMPONENT LEVEL ANALYSIS
We firstly consider the cases that the actors 1, 2, 3 and 4 are attacked in the SN as an example to illustrate the impact of the SNFPAs at the component level, i.e., the impact on nodes and distribution lines in the power grid. Then, the system level impact of attacking different nodes are presented and comprehensively analyzed. We assume that the attacker hacks the SN accounts of actors 1, 2, 3 and 4 (solid nodes in Figure 10 ) and publishes false price information with a price 20% lower than the real one at time step 15h-16h. We simulate 5000 runs of influence propagation and consumption rescheduling. The distribution of the influence level of each actor is presented in Figure 11 . The influence levels of actors 1, 2, 3 and 4 are always 3, as they are the false information sources (FIS). Figure 12 shows the distributions of load increase of the demand nodes in the power grid. It is shown that there are different distribution patterns, which is due to the various number of SN actors and their influence levels that the power demand nodes correspond to. In the unimodal distribution, e.g., node 2, the load increase is a single positive value, representing that the corresponding consumers always reschedule 80500 VOLUME 7, 2019 FIGURE 12. Load increase distribution of demand nodes 2-11 in the power grid. The x-axes represent the load increase (kW) of the corresponding demand node and the y-axes represent the probability density.
their consumption and increase their load. This is because the corresponding actor of demand node 2 in the SN is the FIS, whose influence level is always 3. For the bimodal distribution, e.g., node 3, the load increase is distributed either in the value of 0 when the corresponding consumer does not reschedule the consumption, or a positive value when the consumer reschedules his/her consumption according to the price received from the SN. The reason that the consumer does not reschedule the consumption is either that his/her influence level is 0, i.e., he/she is not influenced by the (false) price, or that his/her influence level is 2 or 3 but he/she does not believe the information. For demand nodes corresponding to two SN actors, e.g., nodes 4, 6, 9, their load increase is the accumulation of two actors whose possible reaction to the (false) price information could be: neither of them reschedules the consumption; one of them reschedules the consumption or both of the two actors reschedule the consumption. This results in multimodal distributions of the load increases at these nodes.
The distribution of the residual ampacity of each power line is presented in Figure 13 . In general, lines L1 and L7 could overload whereas the others could not. Line L1 is the most vulnerable one since it is the main branch and supplies power to all the consumers of the power distribution system. The load increase of any demand node could lead to an increase of power flow in line L1. Thus, its power flow can become as large as 1.3 times of its capacity. Besides, if line L1 fails, the distribution system will lose its power source and this results in a blackout. The overload of line L7 connecting nodes 6 and 8 can be explained by the load increase of node 8 and the original capacity pattern of line L7 is approaching its limitation (see Figure 9) .
The RADL distribution mode of a power line depends on the load increase patterns of the nodes from which the power lines receive power and to which the distribution lines supply power. For instance, power line L10 receives power from node 8 and supplies power to node 10, so its RADL distribution mode depends on the load increase pattern of nodes 8 and 10. The original RADL of line L10 is around 0.58 (see Figure 9 ) and it is distributed around the value of 0.49 after rescheduling consumption in Figure 13 The PCR is a key factor in the SNFPAs, since it can directly affect the consumption behavior of consumers. So, it is important to know how the consumer reacts to different levels of PCR. In our experiment, we keep the other parameters the same while implementing attacks at different levels of PCR and study how the PCR affects the power system resilience. We calculate the maximum and mean values of EENS with PCR from 5% to 40%, with an incremental step of 5% in Table 5 . It can be observed that with the PCR increasing, the maximum and mean values of the EENS increase with a diminishing rate. 
C. COMPARATIVE SYSTEM LEVEL ANALYSIS UNDER DIFFERENT ATTACK STRATEGIES
In the above Section, the vulnerability of each distribution line and of the system to a specific SNFPA has been analyzed. To analyze the resilience of the power system under different SNFPA strategies, we traverse all the actors since the SN is relatively small and analyze the resilience of the power grid. We denote the scenarios with FIS actors 0, 1, 2. . . 15 as scenarios 1, 2, 3. . . 16, respectively. The influence flow patterns of the SN in each scenario are shown in Figure 14 , where the solid node in each scenario indicates the FIS.
The median influence level (MIL) of the network is adopted to assess the extent to which the system is affected in each scenario. In Figure 15 , we quantify the impact of the SNFPA to these scenarios by the frequency of MIL being 2 and 3 in Table 6 . A large frequency represents that the network is impacted greatly and thus, consumers are more likely to reschedule their consumption.
The impact of the attack on the power grid is quantified by the EENS. Figure 16 shows the EENS distribution of the power system. It can be seen that the EENS of the system is distributed in the range [0, 0.21]. Similar to the impact on SN, we use the frequency of the EENS larger than 0.1 to quantify the impact of the attack in these scenarios in Table 7 . A large probability means that the power system is influenced largely.
It can be seen that scenario 7 is ranked first in both Table 6 and Table 7 , which might be due to the structurally central role of the attacked actor, i.e., actor 7, in the SN. Actually, actor 7 is ranked first according to the degree centrality, closeness centrality and betweenness centrality [63] . These results highlight the importance of protecting topologically central actors in the SN from SNFPAs.
VII. CONCLUSION AND FUTURE WORK
We have proposed a stochastic multi-level influence propagation model and an integrated Monte Carlos Simulation (MCS)-based framework for assessing the resilience of SGs under SNFPAs. Comparing to existing studies like Refs. [23] , [39] , the present work investigates a more detailed and realistic influence propagation model by considering multi-level influence levels, the impacts of the information value and of the personality of the consumers. To get the maximum benefit from demand response, a consumption rescheduling method is introduced. As a protection strategy against the attacks, we formulate a minimize optimization problem to determine the load shedding in each node. We use a modified IEEE 13 nodes test feeder coupled with a 16 actors social network as a case study to exemplify our proposed modeling and simulation framework.
At component level, the distribution mode of the increased consumption depends on the influence levels of the corresponding actors in SN; consumers with similar influence levels tend to increase their demand in the same pattern. When a consumer corresponds to multi-actors in SN, the load increase pattern will be more complex. The RADL distribution depends on the distribution modes of the node that the line receives power from and supplies power to.
For the attackers, there is a limitation to the severity of the attack by increasing PCR. When PCR increases beyond a certain level, the impact of SNFPA saturates and, thus, the attackers might not try to publish very low false prices.
The impact of SNFPA on SN and SG is relative to some extent, but because of the complex interdependence between the power grid and SN, there is not a strict correspondence between the impacts on the two systems. A systemic framework can be developed to study their relationship in future work. Besides, in the system-level analysis, we assume the attacker has limited attack sources and is able to attack only one actor. Scenarios in which the attacker can attack multiactors will be investigated in the future.
In the future, the devices can receive prices from smart meters and be smart enough to determine when to run by themselves, which makes smart grids vulnerable to integrity attacks. Besides, the electricity prices might be changed as a consequence of load change by the attack. These aspects will be addressed in future work.
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